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Ry C B Txeeiny
HOJIOKEHUE
Ob OBECIIEYEHUU BE3OIMTACHOCTU INEPCOHAJIBHBIX TAHHBIX ITPU UX
OBPABOTKE

1. O0uue NoJI0KEeHUA

1.1. Hacrosimee Ilonoxenue 06 oOecrieueHuu O€30MACHOCTH NEPCOHAIBHBIX JAHHBIX IpU
o0paboTke B HMH(OPMAIMOHHON CHCTEME IEpPCOHAIbHBIX NMaHHbIX (nanee — IlosoxkeHue)
OT'AIIOY «CTapoOCKOIbCKUI TEXHHUKYM TEXHOJIOTHI M Ju3aiiHa» (najiee — TEXHUKYM)
pa3paboTaHO Ha OCHOBE:!

- @enepanbHoro 3akoHa Poccuiickoit ®depepammu ot 27.07.2006r. Nel52-d3 «O
MEPCOHANBHBIX TAHHBIXY, C TTOCICIYIOITUMU U3MEHCHUSIMU.

- ®enepanpHoro 3akoHa Poccuiickoit ®epepanuu ot 27.07.2006r. Nel49-d3 «O6
nHpopManuu, “HPOPMAIIMOHHBIX TEXHOJIOTHSAX U O 3aIUTe HHPOPMAIHK», C TTOCICIYIOITUMA
H3MEHEHHUSIMHU.

- IlocranoBnenus IIpaBurenbcrBa Poccutickoit @enepanmu ot 01.11.2012r. Nel119 «O6
YTBEP)KJICHUH TPeOOBaHW K 3alllUTe TEPCOHAIBHBIX JAHHBIX TIPH HUX 00paboTke B
HH(GOPMAIMOHHBIX CHCTEMaX IePCOHAIBHBIX JaHHBIX).

- TlocranoBnenus IlpaBurensctBa Poccuiickoit ®eneparuu ot 15.09.2008r. Ne687 «O6
yrBepkaeHun llomokeHust 00 0COOCHHOCTAX 0OpaOOTKHM  TMEPCOHAIBHBIX JaHHBIX,
OCYIIIECTBJISIEMO 0€3 UCITOIH30BaHUS CPEACTB ABTOMATU3AIIMI).

- YceraBa OI'AIIOY «CTapooCKOIbCKHI TEXHUKYM TEXHOJOTUM U TU3alHA.

1.2. Hacrosimee IlonoxeHue ycraHaBiauBaeT TpeOoBaHUA K oOecreyeHH0 0e30MacHOCTU
MEPCOHAIBHBIX JAHHBIX MPH HX 00pabOTKe B HMH(POPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX
JAHHBIX TEXHUKyMa, WPEACTaBJSIFOIINX COOOH COBOKYIIHOCTh TEPCOHAIBHBIX JIAHHBIX,
colepkanuxcs B 0azax MaHHBIX TEXHUKyMa, a Takke WHGOPMAIMOHHBIX TEXHOJIOTHHA U
TEXHUYECKUX CPEJACTB, IMO3BOJISIIOIIMX OCYIIECTBISATH OOpPabOTKY TaKUX MEPCOHATBHBIX
JAHHBIX C UCTIOJIb30BAaHUEM CPEJICTB aBTOMAT3aIuH (fanee - UH(HOpMaIMOHHBIE CHCTEMBI).

1.3. Tlog TeXHHMYECKHMMH CpEICTBAMH, TMO3BOJSAIONIUMHU  OCYIIECTBIATH  00paboOTKy
MEepPCOHANBHBIX  JAaHHBIX, MOHUMAIOTCSI ~ CPEACTBA  BBIYUCIUTENBHON  TEXHUKH,
MH(OPMAIIMOHHO-BBIYHUCIUTENFHBIE KOMIUIEKCH M CETH, CPEACTBA M CHCTEMBI Mepenayu,
npuemMa U oOpabOTKM MEPCOHANBHBIX JaHHBIX, POTPAMMHBIE CPEJICTBA, CPEACTBA 3aIUTHI
nH(popMaluu, TpUMEHsIeMble B UH(POPMAIIMOHHBIX CUCTEMaX.

2. TepMUHBI U ONIpeeIeHUsI:

2.1. [lepconanbHble JaHHBIE - Jr00ast WHGOpPMAaNMsA, OTHOCIIIASACS K TPSAMO HIU



KOCBEHHO OIpEIeNICHHOMY WM ompenensieMoMy ¢uszndeckoMy Juny (CyObekTy
nepcoHanbHBIX JaHHBIX) (cT.3 @3 PO ot 27.07.2006r. Nel52-®3 «O mnepcoHATBHBIX
JTAHHBIX)).

2.2. HNudopmanmonnas cucrema nepcoHaibHbix gaHHbIX (MCII/IH) - COBOKYIHOCTH
coJiepKamuxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX TAaHHBIX M 00ECIIEYNBAIONINX HX 00pabOTKyY
MH(POPMAIIMOHHBIX TEXHOJIOTUH W TeXHUYecKkux cpeactB (cr.3 @3 PD ot 27.07.2006r.
Ne152-®3 «O nepcoHaNbHBIX JAHHBIX)).

2.3. OO0paboTka NEpCOHAIBbHBIX JaHHBIX - J100oe JeiicTBue (omepanus) WK
COBOKYIHOCTh JCHCTBUM (Omepainuii), COBEPIIAEMBIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMAaTH3allMd WX 0€3 HCHOJBb30BAHUS TAKMX CPEACTB C TEPCOHAIBHBIMU JaHHBIMH,
BKJTFOYast cOOp, 3alich, CHCTEMATU3AINI0, HAKOIUICHHE, XpaHEHUe, YTOUHEeHHe (0OHOBIICHHE,
M3MEHEHNE), U3BJICUEHUE, UCIIOIB30BaHUe, Nepeaady (pacrnpocTpaHeHHe, MpeI0CTaBIeHHE,
JI0CTyIl), 00e3IMYMBaHNe, OJIOKUPOBAHUE, yIAIIEHUE, YHUUYTOKEHUE TEPCOHABHBIX JaHHBIX
(ct. 3 @3 PD o1 27.07.2006r. Ne152-D3 «O nepcoHaTbHBIX JAHHBIXY).

2.4. PacnipocTpaHeHne TNepCOHANBHBIX JAaHHBIX - JCWCTBUS, HaNpaBlICHHbIE Ha
pacKpbITUE TEPCOHANBHBIX JAHHBIX HeomnpeaeneHHoMy kpyry jun (ct.3 ®3 PO ot
27.07.2006r. Ne152-D3 «O nepcoHABHBIX JAHHBIX) ).

2.5. YHUUTOXKEHHE TEePCOHATBHBIX NaHHBIX - JICHCTBHS, B pe3yabTaTe KOTOPBIX
CTaHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBHUTH COJIEp)KAHHE TIEPCOHANBHBIX JaHHBIX B
WHPOPMAIIMOHHON CHCTEME TEePCOHANBHBIX JaHHBIX W (WIM) B pe3ylbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTepHalbHbIE HOCHTENIN TMEepPCOHANBHBIX HaHHBIX (cT.3 D3 PO ot
27.07.2006r. No152-®3 «O nepcoHaANbHBIX TaHHBIX)).

Oco0enHocTn o0ecneyeHUus1 0€30MACHOCTH MEPCOHATBHBIX JAHHBIX PHU UX 00padoTKe B
UH(OPMAIMOHHOM CHCTEMe MEePCOHAIbHBIX IAHHBIX

3.1 be3onacHOCTh INEPCOHAJIBHBIX  JAHHBIX  JOCTHUIacTCsa IIYTEM  HCKIIFOYCHHUIA
HCCaAaHKIIMOHUPOBAHHOI'0O, B TOM 4YHCJIC CHy‘l&ﬁHOFO, J0CTylna K ICPCOHAIBHBIM JaHHbIM,
pPE3YIbTaTOM KOTOPOro MOXKET CTaTb YHHYTOXCHUC, HN3MCHCHUC, 6J'IOKI/IpOBaHI/IC,

KOIMUPOBAaHMWE,  pPACHpPOCTPaHEHHE  IEPCOHAIBHBIX  JaHHBIX, a  TaKkKe  HHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBHIA.
3.2. be3onacHOCTh MEepCOHANBHBIX JAHHBIX MPH HX 00paboTKe B HMH(POPMAIMOHHBIX

cucteMax o00ecrneyrBaeTcsi C TOMOIIBI0 CHCTEMBl 3alUThl IIEPCOHANBHBIX JIAHHBIX,
BKJIIOUAIOIICH OpraHW3alliOHHBIE MEPBl M CPEJACTBA 3aIUThl MH(OpMAaIUH (B TOM YHUCIE
muppoBabHble  (KpuUnTorpaduueckue)  CpeAcTBa, CpencTBa  TPENOTBPALICHUS
HECaHKIIMOHHUPOBAHHOTO JOCTYNa, YTEYKH HH(POpPMAIMM 10 TEXHHYECKUM KaHaIaM,
IIPOrpaMMHO-TEXHUYECKUX  BO3JCHUCTBUMII Ha  TEXHHYECKHE  CpelcTBa  00paboTKU
NEPCOHANBHBIX JIaHHBIX), a TaKKe MHCIOoJb3yeMble B MH(OPMAIMOHHON cUCTEMe
MHGOpPMAIIMOHHbIE TEXHOJOTUH. TexXHHuYeckue M MpOrpaMMHBIE CpPEICTBA  JIOJKHBI
YJIOBJIETBOPATh YCTAaHABIMBAaEMbIM B COOTBETCTBMM C 3aKOHOJATeNbcTBOM Poccuiickoit
®enepanun TpeOOBAHUAM, 00ECIICUNBAIOLINM 3aALIUTY HH(OPMALHH.

3.3. PaGoTel mo oOecneueHHIo O€30MAaCHOCTH MEPCOHAJBHBIX JaHHBIX TNPU HX
00paboTke B MH(OPMALMOHHBIX CHUCTEMAax SBJIAIOTCS HEOTHEMJIEMOM YacThio PaboOT Mo
CO3/IaHUI0 MH()OPMAIIMOHHBIX CHCTEM.

3.4. Cpencra 3amiuTel HHGOPMAIMH, IPUMEHsAEMbIE B HH(POPMAITMOHHBIX CHCTEMAaX, B
00s3aTeIbHOM TOPSIIKE MPOXOJAT MPOLEAYPY OLEHKH COOTBETCTBUS B YCTaHOBJICHHOM
3aKOHOM IOPSITIKE.

3.5. OOMeH mnepcoHalNbHBIMU JAaHHBIMU TIpU HX 00paboTke B HMH()OPMAIMOHHBIX



cHCTEeMax OCYIIECTBISETCS MO KaHajlaM CBS3M, 3alllUTa KOTOPHIX O0ECIeYMBAETCS IyTEM
peanu3a COOTBETCTBYIOMINX OPraHU3AlMOHHBIX MEP, a TAK)KE MPUMEHEHHUS TEXHUYECKUX
U (WIn) NporpaMMHBIX CPEJICTB.

3.6. Pasmenienne MHPOPMALMOHHBIX CHUCTEM, CHEIMATBHOE O0OPYNOBAaHHE W OXpaHa
MOMEUICHHUH, B KOTOPBIX BEAETCS paboTa C MepCOHAIbHBIMU TaHHBIMH, OPraHU3aLMs PEKIMA
obecrieyeHnss OE30MACHOCTH B JITHUX IOMELICHUSAX JOJDKHBI OOECIIeYMBATH COXPAHHOCTh
HOCHTEJIEH MEepPCOHATBHBIX JaHHBIX U CPEICTB 3alIUTHl MH(OPMAIMU, a TAKKE HCKIIOYATh
BO3MOKHOCTh HEKOHTPOJIMPYEMOTO MPOHUKHOBEHHSI MM TMPEObIBAaHUS B 3TUX MOMEUICHHUSIX
MOCTOPOHHUX JIHII.

3.7. be3onacHOCTh TEpCOHATBHBIX NAHHBIX NpU MX 00paboTKe B MHGPOPMALMOHHOM
CHCTEME TepPCOHANBHBIX JAaHHBIX OOECIeYMBaeT CIICIUANNCT, OTBETCTBEHHBIH 3a
obecnieueHre 0e30MacHOCTH UH(POPMAIIMOHHBIX CUCTEM NEPCOHAIBHBIX JaHHbBIX.

4. TpeOoBanus 1o odecneyeHN0 H6€3011ACHOCTH

4.1. Tlpu oOpaGoTke NEpCOHANBHBIX JAaHHBIX B HH(POPMAIMOHHON CHCTEME JOJKHO OBITh
obecrneveHo:
4.1.1. nposexneHue MEpONPHUSTHIA, HaIlpaBJIEHHBIX Ha MPEAOTBPALLECHHE
HECAHKIIMOHUPOBAHHOTO JIOCTYNA K IMEPCOHAIBHBIM JaHHBIM U (WJIH) TIepeadd WX JIHIIaM,
HE MMEIOIIUM TIpaBa JOCTyNa K Takoi mH(popMaImm;
4.1.2. cBOeBpeMEHHOE OOHapykxeHHe (HaKTOB HECAHKIIMOHMPOBAHHOTO JOCTyNa K
NEPCOHAIILHBIM JIaHHBIM;
4.1.3. HemomymeHWe BO3JCHCTBHS HA TEXHUYECKHE CPEACTBA aBTOMATH3WPOBAHHOM
00pabOTKH TMEpPCOHANBHBIX NAHHBIX, B PE3YJIbTaTe KOTOPOTO MOJKET OBITh HAPYIICHO UX
(hYHKIIMOHUPOBAHUE;

4.1.4. BO3BMOXHOCTh ~ HE3aMEIUTMUTEIIFHOTO  BOCCTAHOBIICHHSI TEPCOHAIBHBIX  JIAaHHBIX,
MOIM(UIMPOBAHHBIX WM YHUYTOKCHHBIX BCIIEICTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
HUM;
4.1.5. TOCTOSHHBIN KOHTPOJIb HaJ 00ECICUCHHEM YPOBHSI 3aIIUIICHHOCTH TEPCOHAIBHBIX
JTAHHBIX.

4.2. Meponpusarus o 00eCTICUCHHIO 0€30TTaCHOCTH MEPCOHAIBHBIX JTAHHBIX IMPU UX 00paboTKe

B MH(OPMAIIMOHHBIX CHCTEMaX BKJIFOYAIOT B CeOS:

4.2.1. ompeneneHue yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX HpHU UX 00paboTke,
(dbopMuUpOBaHHE HA UX OCHOBE MOJICIH YTPO3;

4.2.2. pa3paboOTKy Ha OCHOBE MOJEIH YIPO3 CHUCTEMbI 3aIUThl IEPCOHAIBHBIX JIAHHBIX,
o0ecrieunBaroIell HEUTPAIM3AIMIO MIPEIIOIAraeMbIX yrpo3 ¢ UCIOJIb30BAaHHEM METOIOB U
Croco0OB 3aIUTHl TIEPCOHANBHBIX JAHHBIX, MPEIYCMOTPEHHBIX JJISI COOTBETCTBYIOIIETO
KJ1acca MHQOPMAITHOHHBIX CUCTEM;

4.2.3. mpoBepKy TOTOBHOCTU CPEACTB 3alllUThl HHPOPMAIMH K MCHOJIH30BAHUIO C
COCTaBIIEHUEM 3aKIIOYCHHI 0 BO3MOXKHOCTHU UX IKCILTyaTalliy;

4.2.4. ycTaHOBKY ¥ BBOJ B OJKCIUIyaTallUI0 CPEACTB 3allUThl HHGOpPMALUU B
COOTBETCTBUU C IKCILTyaTAI[MOHHON M TEXHUUYECKOHN JOKYMEHTALUEeH;

4.2.5. oOyueHue JUII, UCTIOIB3YIOMIUX CPEICTBA 3alIUThl WH(POPMALINY, TPUMEHSIEMBIEC B
MH(OPMAIIMOHHBIX CUCTEMAX, TPaBUIaM PabOTHI C HUMH,

4.2.6. y4eT TPHUMEHSIEMBIX CPEICTB 3alllUThl WH(GOPMALMU, OSKCILTyaTAllMOHHON U
TEXHUYECKOH TOKYMEHTAIlMU K HUM, HOCUTENIeH IepCOHANIbHBIX JaHHBIX;

4.2.7. yuer nuu, JOMYIIEHHBIX K paboTe ¢ MepcoOHATbHBIMHU JaHHBIMU B MH(MOPMAITMOHHON
cHCTEME;
4.2.8. KOHTPOIb TO COONIONICHUIO YCIOBUH HWCHONIB30BAaHUS CPEACTB  3alIUTHI



nH(bOpMAIINH, TPETYCMOTPEHHBIX IKCIUTYaTalIHOHHOW U TEXHUYECKON JOKYMEHTAIIUH;
4.2.9. pa3bupaTenbCTBO M COCTABJICHUE 3aKIIIOUEHUH TI0 (hakTaM HECOOIIOACHUS YCIOBUI
XpaHCHHUA HOCHUTENEeH IEPCOHAJTIbHBIX OAHHBIX, MCIIOJIL30BaHUA CpCACTB  3alllHUThI
uHbOpMAIMY, KOTOpBIE MOTYT TPHUBECTH K HapyIIEHHIO KOH(QUACHIMAILHOCTH
NEPCOHAJIBHBIX OAHHBIX WJIM APYIrUM HAPYIICHUAM, IMPUBOIAAIIMM K CHIDKCHUIO YPOBHA
3alMIICHHOCTH NEPCOHAJIBbHBIX JaHHBIX, pa3padOTKy U HpPUHSITHE Mep 10
IpeAOTBPAIICHHUIO BO3SMOKHBIX OIMACHBIX HOCHCI[CTBI/If/'I HOI[O6HI)IX HapyIHCHI/If/'I,

4.2.10. onmcaHWe CUCTEMBI 3aIUTHI IEPCOHATBHBIX JAHHBIX.

4.3.  OcymiecTBiIeHHEe MEPOINPHUATHI MO O00ECIEUYeHUI0 0e30TaCHOCTH TEPCOHATBHBIX
JaHHBIX TPH WX 00paboTke B HMH(OPMAIIMOHHOW CHUCTEME YHNOJHOMOYEHHBIM JIHIIOM
BO3JIaraeTcs Ha PyKOBOJICTBO TEXHUKyMa.

4.4, Crmcok JuL, UMCIOIUX AOCTYII K NEPCOHAJIBHBIM AJAaHHBIM, YIIOJIHOMOYCHHBIX Ha
06pa60TKy 3TUX JaHHBIX n HECYIIUX OTBCTCTBECHHOCTDH B COOTBETCTBUU C
3aKoHOMaTenbCcTBOM  Poccuiickoit  ®enepanuu  3a HapylIEHHE pEKHMa  3allUTHI
NEPCOHAIIBHBIX JAHHBIX, YTBEPKIAACTCA ITPUKA30M JUPCKTOpAa TEXHUKYMA.

4.5. CroeuuanucTtbl TEXHHKYMa, KOTOPBIM JIOCTYH K TI€pCOHAJIbHBIM JIaHHBIM,
oOpabaTeiBaeMbIM B HWH(MOPMAIMOHHOW CHCTEME, HEOOXOJWM ISl BBITIOJTHEHHUS WMH
CIIy’)KeOHBIX 00si3aHHOCTEW (Hajiee — TMOJIb30BATENM), JJS TOJy4eHHs JOoCTyma K
MH(OPMALIMOHHON CHCTEME HaIPaBJISIIOT MUChbMEHHBIN 3alIPOC Ha UMsI OTBETCTBEHHOTO 3a
obecrnieyeHre Oe30MaCHOCTH NMEPCOHATBHBIX TaHHBIX.

4.6. Ilpu oOHapyXeHUU HAPYIICHHUH MOPsIAKA MPEA0CTaBICHNs IEPCOHATBHBIX TaHHBIX
YIIOJHOMOYEHHOE  JIMIIO  HE3aMeUIMTENbHO  MPUOCTAHABIMBAET  IPEIOCTaBJICHUE
MEePCOHAIBHBIX JTAHHBIX TOJB30BATEISIM HHPOPMAIIMOHHONM CHCTEMBI J0 BBISBICHUS
MIPUYMH HapYILIEHUH U YCTPAHEHUS 3TUX MPUYHH.

47. Unwsie TpeOoBaHHS MO oOOeCmeYeHUI0 Oe30macHOCTH HWHGMOpPMAIMU M CPEACTB
3alUThl UHQOpPMAIMM B TEXHHKYME BBIMOJHSIOTCS B COOTBETCTBUU C TpPeOOBAHUAMU
(denepanbHbIX OpPraHOB MCIOJHUTEIBHOW BJIACTH U OPraHOB HCIOJHHUTENBLHOM BJIACTU
benropoackoit obmacty.
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